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First Principles Current Practice

Customer Due Diligence ensures that every Despite such clear principles, today’s financial
financial organisation understands: organisations experience a number of
problems with CDD:

1 Who its customers are,

f Why the customer is working with the 1 Manual, paper-based processes
organisation, 1 Poor visibility of what evidence is
1 The risks to which the customer is held and where there are gaps
exposed or presents to the 1 Hassle and annoyance for staff
organisation, and and clients when due diligence is
1 Where the customer obtained the updat'ed. . '
funds involved with the organisation’s 1 Differing views of requirements
activities. from different practitioners and

different jurisdictions
9 Sharing sensitive documents by

email. /&

When completing due diligence, organisations
shouldtakeain Ri sk Based Ahisproacho.
much-abused phrase has come to mean
different things to different people and is often
a shorthand for the status quo. In fact its
principles are clearly defined by the Financial
Actions Task Force and these have been
applied within the laws of most jurisdictions
from 2007.

This helps to minimise:

I The ability of criminals to channel
assets through the financial
system,

1 The ability of terrorists to obtain
financing from their supporters,

Today’s CDD practice therefore exposes
organisations to:

f Risks to companies and the wider ' High costs of compliance
financial system from 1 Regulatory sanction, fines and
unscrupulous counterparties. reputational damage,

1 Delays to business processes

The Test of Successful while Due Diligence is collated or
reviewed
| could stand wup in
court and show how | There has got
know my clients, what
they want from me and to be a better
that they are not
involved with terrorism Way'
or crime.
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The ID Register

In our personal lives we share our CVs and
experience, our photos, our likes and dislikes,
our browsing history, where we have been, our
address and in fact exactly what we are doing
several times a day.

o o
o (3] (2)
O o

9 0o 9 Certification
N Indicative Risk Responsible Officer
9 Assessment

e
o o

We hold due diligence profiles on over 8,500
international investors. We offer profile owners
an open platform on which to securely create a
single profile and share it to everyone they
choose. We offer financial services firms an
easy way to obtain their due diligence. We can
make your lives easier in that:

1 Share one profile rather than filling out
multiple forms that ask for similar
information,

9 Trust our Diligence Dashboard showing
the live status of all profiles,

1 Eliminate hassle and annoyance for staff
and clients,

1 Comply easily with the requirements of
multiple jurisdictions,

1 Secure your information in our encrypted
and tested service.

What We Do

Quite simply, we take care of all aspects of
CDD, FATCA and CRS to give you peace of
mind.

@ CDD

W 5 i
H aE wira

Due Diligence Profile | Entity Classification

Evidence Review and | Registration

Account Holder Due
Diligence

Ongoing Sanctions,
PEPs and Adverse
Media screening
Live support

FATCA, CDOT and
CRS Reporting

A diagram of how our process works is shown
in Appendix 1.

We have compared the CDD requirements
across multiple jurisdictions to ensure that the
profiles on our system are compliant wherever
they are used. This is explained in Appendix 2.

What It Costs

Our pricing is simple.

Subscribe toanother profile for

Publisha @ cob

Profile for
free FLYY, S

L TR

4

You can read our terms and conditions in
Appendix 5.
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Who We Are

Service Director: Tim Andrews
T: +44 1481 735 826
E: tim.andrews@theidregister.com

Tim leads The ID Register having worked in both operational and
technology roles within the private funds sector for over 15 years. Tim holds
a Masters in Economics & Management from Oxford, is a Chartered
Accountant and Chartered Director.

Operations Manager: Martin Mullins
T: +44 1481 735806
E: martin.mullins@theidregister.com

Martin joined Investor Services from |y
on many of the General Partner Boards and was responsible for a large team of
gualified and multi skilled professionals dealing with all the administration
requirements of their client groups.

Onboarding: David Riordan
T: +353 21 494 6289
david.riordan@theidregister.com

David is Project Manager and is responsible for leading the Client
Onboarding, Fund Closing and Projects teams. David is a Chartered
Management Accountant (CIMA) and is actively involved in the CIMA Ireland
committee. David also holds a Bachelor of Science in Business Information
Systems from University College Cork.

Legal Manager: Mark Quigley

T: +353 21 439 2972

E: mark.quigley@theidregister.com

Mark is the Legal Manager with TIDR and is a qualified Solicitor in
Ireland and Attorney in New York. Mark comes most recently from
Citibank Europe PLC&s Operational

which he was the Business Control s

Some Frequently Asked Questions are asked and answered in Appendix 3.
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Appendix 1: How it Works

< DUE
DILIGENCE

PASSWORD
RESET

m VALIDATION & UPDATE m SANCTIONS MONITORING m INDICATIVE RISK
ASSESSMENT
PROFILE [
- SUMMARY !

HELP '

SANCTIONS

CDD PROFILE EVIDENCE RISK REVIEW

SCREENING

m SUBSCRIPTION QUERIES

REGISTRATION

TAX

INFORMATION
EXCHANGE

CLASSIFICATION

REGISTRATION INVESTIGATION REPORTING

m FATCA & CRS m REGISTRATION & m PROFILE REPORTING m FATCA & CRS REPORTING
CLASSIFICATION RESPONSIBLE OFFICER

‘E“ REVIEW CLASSIFICATION “ﬂ! REVIEW SUBMISSION
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Appendix 2. Compliance
Across Jurisdictions

The world standards for Anti Money
Laundering are set by the Financial Actions
Task Force or “FATF”. The current standards
are the FATF Recommendations 2012
(revised 2015). Each nation then enacts local
legislation to meet or exceed
the standards set by FATF.
FATF affiliated countries
also evaluate each other’s
legal framework,
compliance, industry
practices and enforcement
of the FATF
Recommendations.

The ID Register applies a single policy which
meets or exceeds the requirements of each
jurisdiction that is listed in the table above.
This ensures that profiles can be universally
accepted and keeps our standards up to date
with each FATF country evaluation. This also
helps to prevent CDD arbitrage, and to ensure
a consistent and level approach.

In reality there are fewer material differences
between jurisdictions than are commonly
supposed. What is common throughout the
major finance jurisdictions are the well known
common high risk relationship designations
such as PEP, Correspondent Banking and
Bearer Shares, along with certain sensitive
geographical areas, The Ilatest FATF
recommendations now state that all domestic
PEPs are to be considered high risk.

There still remain some differences such as:

1 High Risk indicators, such as private
banking relationships, non face-to-face
business or private asset holding
structures usually seen in family
offices.

1 The determination of source of funds
and wealth and what lengths are
required to establish this information
can still vary across the jurisdictions.

Aln reality
fewer material
differences between
jurisdictions  than
are commonly
supposed. 0

T FATF does not make a distinction from
those who benefit and from those who
simply have control over the assets
with no or little benefit — they are all
defined as beneficial owners.

ATrigger event
over used and
distract from a risk

based approach.

The term Trigger Event is often used in the
industry but this is not mentioned in the FATF
Recommendations and mentioned rarely in
local guidance. It is a term that has become
over used and has distracted from a risk based
approach. The modern approach is to ensure
identity information is kept current, especially
individual identity,

The ID Register will ensure that profiles are
updated which provides a much higher
standard of reliance than available in the past.
This will reduce the need for reviews for every
single trigger event.

The ID Register helps firms to manage their
AML risks efficiently and consistently. In turn
this allows a firm’s Money Laundering
Reporting Officer to focus on the highest risk
clients and enables a clear 4 eyes review of
the process.

t her e
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couistoy Key Crter IMLSG | 4 A\ =
Services Commission | semvic) Comnioton alfi , T
Updated 2015 Hovember 2014 Hovember 2015 March 2015 July 2015 August 2015 2014 2016
Senior Management Approval required for:  |High Risk Only High Risk Only High Risk Only High Risk Only PEP. PEP. All dients All profiles are 4 eyes
Comespondent and Cormespondent and reviewed by Senior
Imtermediary Eligible Introduced Management.
Exemptions to the identification of Beneficial |Mone pooled accounts and intermediary, pooled accounts intermediary Imtermediary and Mone Mone, where reasonabh
(CrAmETs: financially regulated CIS and eligible Introduced practical.
trustes. regula.led trustees
Die minimis % below which verification of 25% 5%, 25%, 25 % with 10 % in 5%, 109% Controllers only 10 % per FATCA
corporate beneficial owners is not required: practice for high risk requirements
profiles.
Fue minimis % below which verification of Al 25 9% 7 25 % 259% /25 % /25 % All All 5% All Controllers only All
st'stiftung/anstalt beneficial owners is not
required:
D minimis % below which verification of 25% 25% 25% 25 % with 10 % in 25% Controllers only Controllers only 10 % per FATCA
parinership beneficial owners is not required: practice for high risk requirements
profiles.
Identification and Verification of Controllers is|Yes fes fes fes fes fes fes fes
required:
Saource of Funds must be known for lower fes fes Mo fes fes fes fes fes
risk clients
Source of Funds must be known for higher  |Yes ‘fes fes fes fes fes fes fes
risk clients
Simplified Measures can be applied to Regulated, Regulated, Regulated, Regulated, Regulated, Regulated, Regulated, Regulated,
entities that are: Listed, Listed, Listed, Listed, Listed, Listed, Listed, Listed,

Local Authorities,

Pension Funds

Local Authorities,
Pension Funds

Locally Resident

Loecal Authaorities,
Pension Funds

Loecal Authaorities,
Pension Funds

Loecal Authaorities,
Pension Funds

Loecal Authorities,
Pension Funds

Local Authorities,
Pension Funds

Rely on I35CO membership for listed Ma Mo fes fes Mo Mo Mo Mo

entities:

IRE-quire ldentification and Venfication of Ma Risk Based fes Mo Mo Mo Mo Risk Based

signatories for a listed entity

IRaﬁunale for investment must be known Yes fes fes fes Yes Yes Yes Yes

IF"n::ﬁIE data must be kept updated for all High Risk only High Risk only High Risk only High Risk only All All Mo All

clients:

IF"r'n.'ate wehicles are classified as High Risk  |Yes fes Mo fes fes fes fes fes

Mon face-to-face business is classified as fes fes Mo fes fes fes fes fes

High Risk

Private Banking is classified as High Risk fes fes No fes fes Mo fes fes

IEIecm:nnic Certification is acceptable Mot specified fes fes ‘fes - subject to fes fes fes fes
consultation

Periodic review of existing profiles is required|Yes fes fes fes fes Mot defined High Risk only fes

portionaltely with risk:
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Appendix 3: Frequently Asked Questions

1. What service is being provided The ID Register gives you access to an independent repository
from which to obtain up to date ‘review ready’ Customer Due
Diligence (CDD) in a cost-effective manner.

2. How does content comply with The standards within The ID Register are driven by the FATF

AML/CFT requirements specifically Recommendations with specific consideration being given to the
AML/CFT requirements applicable to UK and Channel Islands
regulated businesses.

a. Enhanced Due Diligence Enhanced due diligence requirements set out by Regulators are
(EDD) built into the system.

We anticipate that the EDD fields already documented in The ID
Register will satisfy the majority of EDD questions that will arise.

We recognise that firms may require additional EDD information
due to the particular risk factors presented by the profile owner.
We have built in a mechanism to allow you to request the profile
owner to place additional information into the profile.

b. Source of Funds Source of Funds is not specifically documented in the profile on
the basis that there will be different source of funds explanations
for different regulated firms relying on the same profile.

c. Source of Wealth Source of Wealth information is recorded in the profile for each
profile owner.
d. Certification Certification can be undertaken by two methods.

The first is through the digital certification method built into the
system where the profile owner uploads a document and
requests a suitably qualified person to certify the document.
This document will have certification wording digitally imprinted
into the document.

The second is through the uploading of previously certified
documents where the profile owner will upload documents that
have previously been certified in wet ink.

3. How does the indicative risk rating The indicative risk rating calculation takes place real-time whilst

work? the profile owner completes their profile. The risk rating
methodology picks up on the both high and low risk factors set
out by regulators, including:

PEPs

High risk jurisdictions

High risk activities

Sanctions

Regulated firms in equivalent jurisdictions
Listed entities

Pension schemes

Public authorities

S@rooooT

The risk rating will drive the level of required Customer Due
Diligence for the profile owner.
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4. s this outsourcing?

No.

Your firm is not delegating any services or responsibilities to The
ID Register. Your firm is entering into a contract for services,
these being the access to an independent data source of
Customer Due Diligence.

5. s this ‘reliance’ or an introducer
relationship?

No.

Your firm is not placing any reliance on The ID Register to make
introductions. The service being provided is access to a live
Customer Due Diligence repository. By obtaining your Customer
Due Diligence through idregister.com, we anticipate that reliance
on introduction certificates should be reduced.

The ID Register also provides added value services including
real-time sanctions screening and communication of indicative
AML risk ratings. It is at your discretion whether you choose to
make use of this information provided on the platform.

6. What internal systems and controls do
| need to update?

We expect that you will need to amend:

1. Risk rating and/or Customer Due Diligence sign off
forms in order to obtain CDD from www.idregister.com;

2. AML/CFT Manual to make reference to the point that
CDD information is being obtained from The ID Register
as an independent repository of CDD;

3. AML/CFT business risk assessment to reflect the use of
The ID Register as a AML/CFT regtech product. See
the section below for details of what to include in your
risk assessment.

7. What is the technology risk
assessment

We will provide a full technology risk assessment on request
which includes the following:

External service or product provider

Information sources

Processes

Digital third party certification to guard against fraud
Certification wording

K. Authenticity confirmation of digital signature

a. Provider

b. Electronic method
c. Anticipated use

d. Data

e. Controls

f.

g.

h.

[ —

8. Is using a service provided by a
company outside of my jurisdiction an
issue?

No.

By contracting for services from The ID Register, you are not
outsourcing any services nor placing any reliance as envisaged
by the AML/CFT regulations.

9. How often do you undergo sanctions
screenings?

The ID Register undertakes ongoing sanctions screenings every
15 minutes for every profile. Flags are escalated onto the profile
and then notified to your firm. The ID Register obtains its source
screening data from RDC.

a. Whatis RDC?

RDC (www.rdc .com) is an industry recognised collator of global
risk intelligence.

b. How frequent is the
checking?

Information on The ID Register is checked every 15 minutes.
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c. What lists are being checked | The screening checks:
against?

Sanctions

PEPs

Regulatory Enforcement and warnings

Law Enforcement

Adverse media

Disciplinary actions and warnings

Securities Exchange actions

Fugitive lists

Exclusions lists

Fraud warnings

Debarment lists

Disciplinary actions

Enforcement actions

n. Law Enforcement Press

3TATTSQ@T0Qo0TY

d. Who is clearing initial hits? Hits below 85% match are automatically discounted. Remaining
hits are listed in the profile.

e. How will | be notified of any Hits will be listed on the profile and sent to the e-mail address
hits? that you have registered on your profile.

10. What are your systems and controls? | Investor Services is cloud based and is supported by Microsoft
Azure platforms. The use of this platform provides ongoing
continuity and strong cyber security controls.

Data security is provided through user e-mail, mobile phone
verifications and the profile owner providing their consent for
third parties to access their information stored on The ID
Register.

Records are securely maintained on The ID Register and CDD
packs can be downloaded by linked profiles only or stored
securely on the system. Records can only be accessed where
the owner of the data has agreed to the sharing of profiles.

Please refer to our separate section on Security for further

information.
11. How do | know the status of Through viewing windows, you will be able to quickly determine
client/investor profiles at any one the status of each profile that you have connected to.

time?
So, for example, when coming to a first close in an investment
fund, you will be able to access the system at any time to check
if the profiles for each intended investor have been completed
and determine whether the investor can be accepted into the
fund. Subsequently, the same method can be reviewed to
determine whether you hold sufficient CDD to make either calls
or distributions to investors?

12. What if | disagree with the indicative The risk rating is purely indicative as we recognise that you will

risk rating within The ID Register? have your own existing internal risk rating formula that you
should continue to use, in conjunction with any internal sign-off
forms to determine whether you have sufficient CDD from The
ID Register.
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13. How are documents kept up to date? | Automatic alerts will be generated by the system to ensure
updated ID documents will be obtained subsequent to
expiration.

We expect that for the profiles that have many connections,
documents will be being updated on a more regular basis given
the higher level of on-going activity.

We expect over time that profiles will be maintained in a more
up-to-date status than would otherwise be the case from a hard
copy file.

14. How will investors know when to Documents will be updated for the following reasons:
update documents?

- When the photographic document expires;

- If a financial services firm requests a more up to date address
verification document; or

- If the profile owner decides to upload updated documents.

15. Who is the contracting entity with It is suggested that the financial services firms who maintain the

idregister.com? relationship with the client/investor be the contracting parties
with idregister.com. For example, if you want to access your
client/investor profiles, your firm should be the contracting party.
If you want to access investor profiles on behalf of the Fund, the
Fund should be the contracting party.

16. How are profiles created and linked Profiles can be created for either individuals or entities.

Profiles are then linked between the client and financial services
business. In line with data protection requirements, the profile
owner must either send the link request or accept the link
request from the financial services business.

17. When are periodic CDD reviews? The ID Register will allow you to undertake periodic CDD
reviews on a more cost-effective basis and on the basis of
having access to more real time CDD.

18. Is this system just for No, this system can be used for on-going access to due
clients/investors? diligence of subsidiary companies, underlying assets etc.
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19. The prescribed wording of Legislation prescribes parts of the wording that should be used.
certifications differs between
jurisdictions. How can a piece of For example:
evidence be certified once in order to
cater to these different requirements? | Cl requirements require the certifier to confirm the document is a

true copy of the original and that any photograph bears a true

likeness of the individual. The certifier must be an independent
professional.

JMLSG, CIMA and CSSF are silent on the detail of the
certification wording. Both require the certifier to be an
independent professional and to have seen the original
document.

The ID Register caters to all of these requirements with the
following certification text:

“I hereby certify this to be a true copy of the original document,
which | have seen, and that the photograph therein is a true
likeness of the person described therein”

and

“I hereby certify this to be a true copy of the original which | have
seen.”

It is also important to view KYC in the round. If the specific
wording is not provided this does not change the principle of
reliance on a certified document.

20. How does the ID Register support the | The fourth EU Directive is bringing about some important
changes to AML regulations within the | changes to the way in which a firm must comply with its
EU fourth Money Laundering Directive | AML/CFT obligations. The Directive will place a greater

emphasis on firms being more risk focused, both in terms of

which methods and sources are appropriate for use and when a

firm should, for example, apply simplified and/or enhanced due

diligence standards.

The ID Register already compliments its clients’ risk based
approach by providing the firm with the CDD needed for each
level of risk for each client type and provides, for example, as an
inbuilt standard relevant enhanced due diligence measures,
PEP identification and indicative customer risk ratings based on
factors cited by regulators.

We constantly monitor the AML requirements in each jurisdiction
and will continue to adjust The ID Register with any further
changes as this directive is implemented into local law.
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Appendix 4: Security

No website can ever claim to be 100%
unhackable, but we never stop working to
ensure the security of your data. Here’s how:

Encryption At Rest

www.thelDRegister.com runs on an encrypted
SQL Server database. data is stored in
discrete file blocks that are fragmented and
encrypted using 256-bit AES. That means that
the cipher encrypts and decrypts data in
blocks of 128 bits using cryptographic key 256-
bits. That would take you more that 1 billion
years of supercomputer time to decrypt using
brute force. In short, our database is useless
to anyone who does not have the encryption
key.

r ©

Secure Webservice

From the database, your information travels
through our web servers and code. These run
on the Microsoft Azure platform
https://azure.microsoft.com/en-
us/support/trust-center/ Microsoft employs
intrusion detection, denial-of-service (DDoS)
attack prevention, regular penetration testing,
and data analytics and machine learning tools
to help mitigate threats to the Azure platform.
In a landmark ruling on 15" July 2016, the US
Supreme Court ruled that the US Government
cannot access data held on platforms like
Azure when they are hosted overseas. We at
the ID Register also penetration test our site
annually using independent, ethical hackers
for an extra level of assurance. You can find
their details on the landing page of our
website.

Encrypted Transmission

As the data travels between our web servers
and your browser, we encrypt it in an ‘Secure
Socket Layer (SSL) tunnel. Once your
browser connects to our servers, all
information passing to and from your browser
is scrambled by 256-bit encryption that's
virtually unbreakable by hackers. In fact, the
least secure part of this journey is the
transmission of the data from the screen to
your eyes.

GODADDY.COM

VERIFIED & SECURED

The Human Factor

So, our web service is monitored 24/7 to
protect against every kind of attack that we
can imagine. That is considerably more
secure than the equivalent manual process,
where information is stored in unsecured PDFs
and spreadsheets, certified documents are
kept in boxes and filing cabinets and
communications are sent by email. Moving this
information to an encrypted, protected and
continuously monitored service is helping to
bring CDD security into the 21st century.
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Appendix 5: Our Terms

Terms and Conditions are accepted every time
you log into the site. They are also outlined
below.

TERMS OF BUSINESS

1. INTRODUCTION

1.1 Our Investor Services Platform

Our Services comprise an internet-based
hosted platform designed to enable you to
share information and documentation through
a central hub together with any additional
services to which you subscribe from the
platform.

1.2 Legally binding agreement

When you use our Services you are entering
into a legal agreement and you agree to all of
these Terms.

These Terms constitute an agreement
between Ipes Investor Services (Guernsey)
Limited, a company incorporated in Guernsey
("us" or "we") and the owner and operator of
www.ipesinvestorservices.com, and you, the
Client, a user of the services available through
the Website. You agree that by clicking the
box “I agree to the Terms and Conditions” or
similar, registering, accessing or using our
Service, you are entering into a legally binding
agreement (even if you are using our Services
on behalf of a company or other legal entity).

The Agreement between us includes these
Terms and our Privacy Policy, which is
available at
www.ipesinvestorservices.com/Privacy and is
incorporated into the Agreement by reference.

1.3 Definitions
"Account" means collectively those contents

and features of the Website provided to the
Client through which Authorized Users may

upload, access, process, store and
communicate Client Files.

"Super User" means those Authorized Users
designated by the Client to have the authority
to instruct us in connection with the Services
and to act as administrators of the Client’s
account and their use of the Services.

"Agreement" means the Terms and the
Privacy Policy, together with such other
schedules and addenda thereto and each as
supplemented, amended or modified from time
to time.

"Authorized User" (including without limitation,
Client’'s employees, advisors, representatives,
consultants, contractors or agents or any other
third party) who are authorized by or on behalf
of the Client to use the Services and have
been supplied user identifications and
passwords for the Services.

"Client" or "you" means the user of the
Services.

"Client File" means any printed, electronic or
digital document, information or content that is
uploaded or copied to the Website by a Client
or its Authorised Users.

"Services" means the provision of the hosted
platform, tax information exchange services,
Customer Due Diligence services and all
additional services that we may add to the
platform from time to time.

"Terms" means these terms of business as
amended from time to time.

"Website" means
www.ipesinvestorservices.com.

2. YOUR ACCOUNT

2.1 Your Account

We will enable you to create user IDs and
passwords to access and use the Services
and to permit other Authorized Users to
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access and use such Services. As between
you and others, your Account belongs to you,
and you are responsible for anything that
happens through your Account unless you
close it or report misuse. In particular, you are
responsible for ensuring that your Account is
used in accordance with this Agreement.

You authorise us to act on any instructions that
we reasonably believe to be authentic
communications from you or your Super Users
with respect to the management of your
Account. You acknowledge that your Super
Users shall be authorized on your behalf to,
among other things, appoint and remove other
Super Users and Authorized Users, create,
open and close Accounts and Client Files,
permit any person to upload Client Files, and
manage each Authorized User's access to
Client Files. It is your responsibility to keep all
user IDs, passwords and other means of
access to your Account within the possession
or control of your Authorized Users, Super
Users, employees and agents confidential and
secure from unauthorized use.

2.2 Payment

You agree to honor your payment obligations
to us. The fees payable with respect to each
Service are displayed on the Services page in
respect of each entity to which you are
connected. In addition to these fees:

. we may need to add applicable fees
and taxes which will be calculated based on
the billing information that you provide us at
the time of purchase;

. you authorize us to store and continue
billing your chosen payment method to avoid
interruptions in your Services and to facilitate
easy payment for new Services subject to your
online approval of each invoice.

You can review a copy of your purchase
history through your Account settings under

"Purchase History".

2.3 Notices and Service Messages

You agree that we can send you notices and
other services messages via the Website or by
email using the details you have provided for
this purpose. It is your responsibility to ensure
that we have up to date contact information for
you.

You can contact us in any of the following
ways:

By using the Contact Us form on the Website

By contacting investorservices@ipes.com by
email

By telephoning +44 (0)1481 735 800

By writing to: Ipes Investor Services
(Guernsey) Limited, 1 Royal Plaza, St Peter
Port, Guernsey, GY1 2HL

2.4 Messages and Sharing

Our Services allow messaging and sharing of
information in many ways, such as your profile
information and the information and
documentation that you upload to your
Account. Information and content that you
share or post may be seen by other Clients, or
their Super Users, Authorized Users, agents
and delegates. We will honor the choices you
make about who can see content or
information.

We are not obligated to publish any
information or content on our Service and can
remove it in our sole discretion, with or without
notice.

25 Responsibility for Client Files

You agree to comply with all laws, ordinances,
rules, regulations, and/or requirements
imposed by any government or regulatory
agency on your use, transmission, and
disclosure of any Client Files via the Services.
You also represent and warrant that any data,
media, or other content you disseminate
through the Services does not violate the
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intellectual property rights or other rights of
any third party.

3. OWNERSHIP AND USE OF
THE WEBSITE AND SERVICES

3.1 The license we grant to you

You agree that we have sole and exclusive
ownership of the Website and the Services, all
components thereof, the designs, processes,
software and source code, and all intellectual
property rights pertaining to them. Accordingly
we grant to you a non-exclusive, revocable,
non-transferable, limited right and license to
access the Website in order to participate in
the business being conducted through the
Services. This license is not sub-licensable.

Access to the Website and Services is
provided via the Internet through the World
Wide Web. You are required to supply all
software or hardware needed by you to access
the Website and Services, such as a
computer, an Internet connection, and
compatible Web browser software.

The Service may contain one or more
hyperlinks to third-party websites and services.
We are not responsible for information
gathered from, or the use of, any of these
third-party websites and services.

3.2 The license you grant to us

You own all of the contents of Client Files, but
you also grant us a non-exclusive license to
them.

You own the content and information that you
submit or post to the Services and you are
only granting us the following non-exclusive
license: A worldwide, transferable and
sublicensable right to use, copy, modify,
distribute, publish, and process Client Files
without any further consent, notice and/or
compensation to you or others. These rights
are limited in the following ways:

a. You can end this license for specific
content by deleting such content from the
Website, or generally by closing your Account,
except (a) to the extent you shared it with
others as part of the Services and they copied
or stored it, (b) to the extent that we are
required to keep copies to satisfy our legal and
regulatory obligations, and (c) for the
reasonable time it takes to remove from
backup and other systems.

b. We will not include your content in
advertisements for the Services to others
without your separate consent.

C. While we may edit and make
formatting changes to your content (such as
translating it, modifying the size, layout or file
type or removing metadata), we will not modify
the meaning of your expression.

d. Because you own your content and
information and we only have non-exclusive
rights to it, you may choose to make it
available to others.

You agree that we may access, store and use
any information that you provide in accordance
with the terms of the Privacy Policy and your
privacy settings.

You agree to only provide content or
information if that does not violate the law nor
anyone's rights (e.g., without violating any
intellectual property rights or breaching a
contract). You also agree that your profile
information will be truthful. We may be
required by law to remove certain information
or content in certain countries.

3.3 No responsibility for Client Files and
other content

You acknowledge that the Website and
Services are designed to hold secondary
copies of Client Files and not to maintain
master or original documents. As a result, you
are responsible for adopting reasonable
measures to limit the impact of data loss (such
as corruption or virus infection), including (a)
keeping on your local computer backup copies

REGISTER




of data you transmit via the Service in the
event you have to re-transmit the data; (b)
verifying the data in documents or other
materials before transmitting them via the
Service; and (c) verifying that documents and
other information you have posted to the
Service has been properly posted and have
been permissioned to only those persons to
whom you wish to grant access. You shall also
run antivirus software on any computer you
use to access the Service and shall ensure
that documents and files transmitted through
the Service have been scanned for viruses.

You also acknowledge and agree that we are
not responsible for the content of Client Files
or the modification, use or publication (other
than by us) of Client Files and the contents
thereof.

When you see, use or rely on others'
information, content and documentation made
available through the Services, you do so at
your own risk. We do not authenticate or verify
the genuineness or completeness of such
content, and it may be inaccurate, incomplete,
delayed, misleading, offensive or otherwise
harmful.

3.4 Use of the Website and Services

You warrant that you will only use the Website
and Services for business purposes and in a
professional manner.

You further warrant that you will not:

. Misrepresent your current or previous
positions and qualifications;

. Misrepresent your affiliations with a
person or entity, past or present;

. Misrepresent your identity, including
but not limited to the use of a pseudonym;

. Create a Client profile for anyone
other than yourself;

. Use or attempt to use another's
Account;

. Harass, abuse or harm another person
via the Website;

. Send spam or other unwelcomed
communications to others;

. Act in an unlawful, libelous, abusive,
obscene, discriminatory or otherwise
objectionable manner;

. Disclose information that you do not
have the right to disclose (such as confidential
information of others;

. Violate intellectual property rights of
others, including patents, trademarks, trade
secrets, copyrights or other proprietary rights;

. Violate our intellectual property or
other rights

. Use invitations to send messages to
people who don't know you or who are unlikely
to recognize you as a known contact;

. Post any unsolicited or unauthorized
advertising, "junk mail," "spam," "chain letters,"
"pyramid schemes," or any other form of
solicitation unauthorized by us;

. Post anything that contains software
viruses, worms, or any other harmful code;

. Manipulate identifiers in order to
disguise the origin of any message or post
transmitted through the Website;

. Creating or operate a pyramid
scheme, fraud or other similar practice;

. Copy or use the information, content
or data of others available through the
Services (except as expressly authorized);

. Copy or use the information, content
or data on ipesinvestorservices.com in
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connection with a competitive service (as
determined by us);

. Copy, modify or create derivative
works of ipesinvestorservices.com, the
Services or any related technology (except as
expressly authorized by us);

. Reverse engineer, decompile,
disassemble, decipher or otherwise attempt to
derive the source code for the Website or any
of the Services or any related technology, or
any part thereof;

. Imply or state that you are affiliated
with or endorsed by us without our express
consent;

. Sell, sponsor, or otherwise monetize
any feature of the Services, without our
consent;

. Remove any copyright, trademark or
other proprietary rights notices contained in or
on the Website or our Services;

. Remove, cover or obscure any
advertisement included on the Services;

. Use manual or automated software,
devices, scripts robots, other means or
processes to access, "scrape,” "crawl" or
"spider" the Services or any related data or
information;

. Use bots or other automated methods
to access the Services, add or download
contacts, send or redirect messages;

. Monitor the Services' availability,
performance or functionality for any
competitive purpose;

. Engage in "framing," "mirroring," or
otherwise simulating the appearance or
function of the Website;

. Access the Services except through
the interfaces expressly provided by us, such
as ipesinvestorservices.com/login;

. Override any security feature of the
Services; and/or

. Interfere with the operation of, or place
an unreasonable load on, the Services (e.g.,
spam, denial of service attack, viruses, gaming
algorithms).

3.5 Service Availability

We may change or discontinue any of our
Services. We can't promise to store or keep
showing any information and content you've
posted.

We may change, suspend or end any Service,
or change and modify prices prospectively in
our discretion. To the extent allowed under
law, these changes may be effective upon
notice provided to you.

The Website is not a storage service. You
agree that we have no obligation to store,
maintain or provide you a copy of any content
or information that you or others provide,
except to the extent required by applicable law
and as noted in our Privacy Policy.

We do not and cannot control the flow of data
to or from the Website, as such flow depends
in large part on the performance of computer
hardware and Internet services and software
provided or controlled by third parties
(including you), on the public internet
infrastructure, and on other events beyond our
reasonable control. At times, action or inaction
of third parties (including hackers),
hardware/software problems with the public
internet infrastructure or with your computing
equipment, or other events beyond our
reasonable control can impair or disrupt your
connection to the Service. We will not be liable
for any such interruptions in your ability to
access the Services resulting from or related
to such services, software, or events.

We will make every effort to ensure that the
system is continuously available for your use.

3.6 Limits
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We have the right to limit how you connect and
interact on our Services.

We also reserve the right to limit your use of
the Services, including the number of your
connections and your ability to contact other
Clients. We may also restrict, suspend, or
terminate your account if we believe that you
may be in breach of this Agreement or law or
are misusing the Services.

4. DISCLAIMER AND LIMIT OF
LIABILITY

4.1 No Warranty

To the fullest extent permitted by law we
disclaim all implied warranties and
representations. While we will endeavour to
make this Website available 24 hours per day,
we do not warrant or guarantee that this
Website shall be available at all times. We
shall have no liability if, for any reason, this
Website is unavailable at any time or for any
period.

This Website and its content is provided on an
“as is” basis. It is your responsibility to verify
the accuracy of such content and we shall not
be liable for loss or damage caused by any
inaccurate, unreliable or incomplete content on
this Website.

While we may assess the fithess of the content
provided by you or others on the website and
provide an indicative review of its compliance
with Customer Due Diligence and Tax
Information Exchange regulations, it is up to
you to determine the extent to which these are
fit for purpose and to accept the legal and
regulatory obligations of doing so..

4.2 Exclusion of Liability

To the fullest extent permitted by law we shall
not be liable to you or others for any indirect,
incidental, special, consequential or punitive
damages, or any loss of data, opportunities,
reputation, profits or revenues, related to the
services.

In no event shall the liability of Ipes Investor
Services (Guernsey) limited exceed, in the
aggregate for all claims, an amount that is the
lesser of (a) five times the most recent monthly
or yearly fee that you paid for a premium
service, if any, or (b) £1,000,000.

This limitation of liability is part of the basis of
the bargain between you and us and shall
apply to all claims of liability (e.g. warranty,
tort, negligence, contract, law) and even if we
have been told of the possibility of any such
damage, and even if these remedies Fail their
essential purpose.

4.3 Indemnity in relation to Client Files

You agree to indemnify us against any and all
losses arising from or relating to any action,
claim or proceeding brought against us based
on: (i) the material breach by you of this
Agreement; or (ii) the use of the Services or
any Client Files by you, your Super Users,
your Authorized Users or your agents or
delegates, in violation of this Agreement, any
applicable law, regulation or third party rights.

5. CONFIDENTIALITY

You acknowledge that the Website and
Services has been developed by us at great
expenditure of time, resources, and money
and are considered proprietary and
confidential. Therefore, you undertake that
except as needed to use the Services you will
not disclose details about the Services to any
third party and will exercise the highest
reasonable degree of care to safeguard the
confidentiality thereof. You may only use or
disclose any personally identifiable information
about other Clients that you first learn through
your use of the Services for business purposes
related to the transaction or project being
effectuated through the Services. This
Confidentiality section does not cover your
disclosure of Client Files, but your ability to
disclose Client Files may be governed by other
confidentiality obligations.
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For our part, we will only access and process
Client Files (a) upon the request of the Client
for whom the Services have been provided; (b)
at the direction of an Authorized User granted
access to that data (e.g., in furtherance of
delivery of the Services or performance of
related customer support functions); or (c) as
otherwise required by applicable law or
regulation. We may use and disclose statistical
data regarding the use of the Services;
however, no Client or particular transaction
shall be identified in connection with such
statistics.

We each acknowledge and agree that the use
or disclosure of confidential information in
breach of this Agreement could cause
irreparable harm to a disclosing party, the
extent of which would be difficult to ascertain.
Accordingly, we each agree that, in addition to
any remedies available at law, any non-
breaching party shall have the right to obtain
immediate injunctive relief in the event of a
breach or threatened breach of this section 5
by the other party, any of its Authorized Users,
agents or delegates. This Section 5 shall
survive termination or expiration of this
Agreement. This Agreement expressly
supersedes and replaces in its entirety any
non-disclosure agreement executed by us in
connection with preliminary discussions
regarding the provision of Services to you.

6. DATA PROTECTION

Our Privacy Policy governs the use of data
and information provided to us. By accepting
this Agreement you also acknowledge that you
have read and agree to the terms of the
Privacy Policy. You can view the Privacy
Policy by clicking the link to the Privacy Policy
at the bottom of every page on the website
and at www.ipesinvestorServices.com/Privacy

7. TERMINATION

You can end this Agreement at any time. So
can we.

Either you or we may terminate this
Agreement at any time with notice to the other.
On termination, you lose the right to access or
use the Services. The following shall survive
termination:

. Other Clients' rights to further re-share
content and information you shared through
the Service to the extent copied or re-shared
prior to termination;

. Sections 4, 6 and 7 of this Agreement;

. Any amounts owed by either party
prior to termination remain owed after
termination.

8. DISPUTE RESOLUTION

You agree that the laws of Guernsey,
excluding its conflict of laws rules, shall
exclusively govern any dispute relating to this
Agreement and/or the Services. We both
agree that all of these claims can only be
litigated in the courts of Guernsey, and we
each agree to submit to the exclusive
jurisdiction of those courts.

9. GENERAL TERMS

If a court with authority over this Agreement
finds any part of it not enforceable, you and us
agree that the court should modify the terms to
make that part enforceable while still achieving
its intent. If the court cannot do that, you and
us agree to ask the court to remove that
unenforceable part and still enforce the rest of
this Agreement. This Agreement is the only
agreement between us regarding the Services
and supersedes all prior agreements for the
Services SAVE THAT, where you have an
existing written agreement with an Ipes group
company for the provisions of services
including the Services, in the event of any
conflict the terms of that prior written
agreement shall prevail over this Agreement.

If we don't act to enforce a breach of this
Agreement, that does not mean that we have
waived our right to enforce this Agreement.
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You may not assign or transfer this Agreement
(or your Account or use of Services) to anyone
without our consent. However, you agree that
we may assign this Agreement to our affiliates
or a party that buys it without your consent.
There are no third party beneficiaries to this
Agreement.

You agree that the only way to provide us legal
notice is at the addresses provided in Section
12.

10. COMPLAINTS REGARDING
CONTENT

We respect the intellectual property rights of
others. We require that information posted by
Members be accurate and not in violation of
the intellectual property rights or other rights of
third parties. We provide a policy and process
for complaints concerning content posted by
our Members.

Any complains should be addressed by email
to investorservices@ipes.com or by post to
our registered address of:

1 Royal Plaza, St Peter Port, Guernsey,
GY12HL.

11. CHANGES TO THIS
AGREEMENT

We have the right to modify this Agreement
from time to time. We will notify you of any
such material modification by posting a notice
on the Website or by emailing you that we
have so modified the Agreement. You
understand and agree that your continued use
of the Services following the posting of such
notice indicates your acceptance of any such
modifications, which will become a part of this
Agreement.

REGISTER



mailto:investorservices@ipes.com

